FILEN

Zero-Knowledge
Cloud Storage

BY DESIGN.
EMPOWERED BY FEATURES.
TRANSPARENT BY CHOICE.




WHAT IS FILEN?

Filen is a encrypted cloud storage service that puts privacy first.

Cloud storage enables you to securely store your photos,
documents, and videos online, granting you seamless access to your
files from anywhere, without the constraints of physical drives or
specific devices.

Yet, this convenience typically comes with a hidden cost: your
privacy.

Filen redefines the cloud.

Designed from the ground up around zero-knowledge encryption,
Filen ensures that your files remain fully encrypted before they leave
your device. This means no one, not even Filen, can view or access
your data.

Every feature, from seamless syncing and sharing to real-time
collaboration, maintains this same uncompromising level of privacy.

Founded in 2021 in Recklinghausen, Germany, Filen is committed to
transparency, operating openly with an open-source codebase.

We believe security should be transparent, sustainable, and
accessible to everyone, which is why our fully self-hosted
infrastructure runs entirely on 100% renewable energy.

With Filen, you'll never have to sacrifice your privacy for
convenience again.




ENCRYPTIO
& PRIVACY

At Filen, your privacy isn’t an optional add-on, it's built into every
file you upload. Our unigue approach relies on zero-knowledge
encryption, meaning only you can unlock your data.

Encryption
Your Data Each file you upload is split into Your Data
Your Device chunks, and every chunk is Still your

encrypted using AES-256 and

your Master Key on your device. Device

z Your Master Key is generated >

from your password.

® Filen never knows your 'ﬂ

password [ Master Key!

Encrypted
Private Decryption Secure Upload ®
Only you can decrypt your files. The encrypted file-chunks are
When accessed, they are sent to our interface and from
securely downloaded and there are redundantly distributed
reconstructed using your private and duplicated across all of our
key, directly on your device. data centers and servers.
¥ You always have complete # Your encryption key never
control over your data. leaves your device.
T Encrypted Cloud Storage & \I
Now all files are in the cloud. From
there they can be shared, edited
'ﬂ previewed and synchronized
utilizing all of our features. 'ﬂ 'ﬂ
T Every feature is built around
am v %

zero-knowledge end-to-end
'ﬁ 'ﬁ - encryption. «—

This entire process happens seamlessly in the background, requiring no
technical effort from you, but ensuring total privacy at every step.
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TECHNOLOGY &
INFRASTRUCTURE

Privacy doesn't end with encryption. It also depends on where _ °, °
your data is stored and who controls it. At Filen, we run our o L
entire infrastructure independently. All servers are self-hosted ..
and located in Germany, ensuring full control and compliance e o

with strong privacy laws.

Physical Security

Our ISO 27001-certified data centers are secured with 24/7
video surveillance and professional on-site staff. Access is
tightly controlled through multiple authentication layers.
Fireproof rooms with Argon gas systems provide added
protection against physical threats.

Redundancy and Reliability

We use 8+3 erasure coding to keep files safe even if parts of
the storage system fail. Dual power supply, UPS systems,
backup generators, and redundant cooling and networking
ensure high availability at all times.

Built for Trust

We rely on our own infrastructure, not third-party providers. Our
platform is open-source and explained in detail through regular
status updates and whitepapers. Transparency is a core
principle in everything we do.




PRODUCTS

Filen’s product suite delivers secure, feature-rich cloud
access, built around uncompromising end-to-end encryption
and intuitive usability.

Web App

Access your encrypted files directly in any modern browser.
Upload, preview, and share seamlessly through a clean, user-
friendly interface.

Desktop App (Windows, macOS, Linux)

Mount Filen as a virtual drive and work with your cloud storage
like a local folder. Encrypted files are synced automatically,
ensuring real-time backup and easy access.

Mobile App (iOS & Android)

Carry your encrypted cloud with you. Automatic photo
uploads, offline access, biometric login, and full sync
functionality keep your files private and accessible—anytime,
anywhere.

Across all platforms, Filen proves that strong encryption and
modern usability can go hand in hand.




BASIC
FEATURES

Cloud storage should feel effortless without ever
compromising on security. That's why Filen integrates
essential features into one seamless, encrypted experience.

Upload and download files securely with end-to-end encryption
from the start. Real-time synchronization keeps all your devices
in sync, so you're always up to date—whether working from your
desktop, phone, or browser.

Your mobile photos are backed up automatically and encrypted
the moment they’re captured, while the virtual drive lets you
interact with your cloud storage just like a local folder—no
waiting, no exporting.

Need to share files? Create encrypted public links or share
directly with selected users—always under your control, always
private.

Filen’s features are designed not just to work—but to work
securely, invisibly, and without getting in your way.




COLLABORATION

Filen brings real-time, secure collaboration to the encrypted
cloud. Without compromise.

Built on a zero-knowledge architecture, every interaction, from
shared notes to live messaging remains fully private and end-
to-end encrypted.

To make teamwork seamless and secure, Filen offers a set of
powerful collaboration tools:

Filen Notes

Share fully encrypted notes with others and edit them together
in real time. With support for markdown, checklists, and
formatting, they're perfect for planning, documenting, or
brainstorming as a team.

Filen Chats

Stay connected with secure, end-to-end encrypted messaging
built right into your cloud workspace. Whether in private one-
on-one conversations or dynamic group chats, you can share
messages and files effortlessly.

Filen Contacts
Organize trusted contacts and manage sharing with precision,
all while keeping your data private.




EXPERT
TOOLS

for advanced users

Filenisn't just for everyday users, it’s also built for power users
and developers who need more control, flexibility, and
automation. Our expert tools make it easy to integrate,
automate, and scale your cloud workflows.

Command Line Interface (CLI)

Automate uploads, downloads, syncs, and more with our
powerful CLI tool. Ideal for scripting, cron jobs, and advanced file
management, all with full client-side encryption.

WebDAV Support

Mount your Filen storage as a network drive on any system
supporting WebDAV. Seamlessly access and edit files directly
from your desktop environment or third-party apps.

Rclone Integration

Use Rclone, the command-line program for managing cloud
storage, to sync or transfer data to and from Filen. Perfect for
large-scale operations, backups, and cross-platform workflows.

Developer SDK

Build custom apps and services on top of Filen using our open-
source SDKs. Available in multiple languages, our SDKs offer
secure and efficient access to all core features of the Filen
platform.
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We solve real-world problems! Here are a few examples of
how people use Filen to stay secure and organized:

Use Case 1: Everyday Privacy

Lena is a student who cares about digital privacy. She stores
her notes, documents and thousands of personal photos with
Filen, fully end-to-end encrypted and completely free of ads or
tracking.

New photos from her phone are automatically backed up to the
cloud, saving storage space and protecting her data, without
worrying that a cloud provider might scan through her images.
At home she accesses everything from her laptop, always in
sync and up to date. Her files stay private, secure and
accessible anywhere.

Use Case 2: Secure Teamwork from Office to Home

A small architecture firm relies on Filen to manage files and
collaborate across locations. Project documents stay
synchronized through the virtual drive, whether team members
are in the office or working remotely.

They use encrypted notes and built-in chat to communicate
without third-party tools. Files are shared externally via
encrypted links, allowing data to be sent securely to clients and
business partners. The result is an efficient and secure
workflow from start to finish.




PLANS &

CONTACT

Creating a Filen account is free and gives you

access to all core features across Web, Desktop,

and Mobile.

Every account includes:
10 GB free storage, forever
Unlimited bandwidth
End-to-end encryption
Sync, sharing, Notes & Chats

ANNUALLY / MONTHLY

PLANS STORAGE
STARTER 100GB
PRO | 200GB
PRO Il 500GB
PRO Il 21B

PRO X 10TB

Visit us at filen.io

FOR MORE DETAILS AND ENQUIRIES

BUSINESS

Jan Kulartz COO

Jan.K@Filen.lo

MARKETING

Marketing Department

marketing@filen.io

[FilenCloudDienste

r/filen_io

GENERAL QUESTIONS

Filen Support
filen.io/contact

¥ @filen_io

Filen



https://filen.io/pricing

